IMamsiTka 11 o0yvaromuxcs 00 HHGOPMALMOHHO 0€30IIACHOCTH B CETH
«AnTepHeT

C KaXIbIM I'OJJOM MOJIOACKHU B UHTCPHCTC CTAHOBUTLCA 60JIBIJ.I€, a IIKOJIBHUKH OJHH H3
caMbIX aKTHBHBIX IoJb30BaTeneld Pynera. Mexay TeMm, MOMHMO OrPOMHOTO KOJIMYECTBA
BO3MOXXHOCTEH, MHTEPHET HECeT W MpoOsieMbl. JTa MamsaTKa JO0JDKHA MOMOYb Tebe Oe30macHo
HAaXOJUTHCS B CETH.

Komnvromepnoie supycoi

KoMmploTepHslli  BUPYC — 3TO  Pa3sHOBHJHOCTb  KOMIIBIOTEPHBIX  IPOTPAMM,
OTJIMYUTENIFHOH OCOOCHHOCTBIO KOTOPOHM SIBISIETCS CIIOCOOHOCTh K pa3MHOXKEHHIO0. B
JIONIOJIHEHUE K 3TOMY, BUPYChl MOT'YT MOBPEIUTH WM MOJHOCTBIO YHUYTOXUThH Bce (ailiibl u
JIaHHBIE, TTOJKOHTPOJIBHBIC IT0JIB30BATENO, OT UMEHH KOTOPOro Oblia 3amylieHa 3apakEHHas
IIpOrpaMMa, a TaKKe MOBPEIUTh WIM JaXKe YHUUYTOXHUTHb OIEPALMOHHYI) CHUCTEMY CO BCEMH
¢aiinamu B 11esioM. B GobIIMHCTBE CilyyaeB pacpOCTPaHSIIOTCS BUPYCHI Yepe3 HHTEPHET.

MeTo/1b1 3a1IUThl OT BPEJOHOCHBIX MPOTrpamM:

1. Hcnonb3yil cOBpeMEHHbIE ONEPALMOHHBIE CUCTEMBbI, UMEIOLINE CepPbE3HBIN YPOBEHb
3alUThI OT BPEAOHOCHBIX IIPOTPaMM;

2. IlocrossHHO ycraHaBiMBai mauTd (UUGPOBBIE 3aIUIATKH, KOTOpbIE aBTOMATUYECKH
YCTAHABJIMBAIOTCS C LENbI0 JOpPAaOTKU IPOrpaMMbl) U JApyrue OOHOBJIEHUSI CBOEH
orepalnoHHOM cucteMbl. CkaunBail X TOJBKO ¢ OPUIMAIBHOTO caiiTa pa3paboTyuKa
OC. Ecnu cyniecTByeT peKuM aBTOMAaTHYECKOTr0 OOHOBIIEHUS, BKIIOUH €T0;

3. Paborail Ha cBoeM KOMIIbIOTEpE MO/ IPaBaMU I0JIb30BATENs, a HE aIMUHUCTPATOpA.
OTO0 HE MO3BOJMUT OOJNBIIMHCTBY BPEJOHOCHBIX IMPOTrpaMM HHCTAJUIMPOBATHCS Ha
TBOEM MEPCOHAIILHOM KOMITBIOTEPE;

4. Vcnonb3yil aHTUBUPYCHBIE MTPOrPaMMHBIE MTPOIYKThl U3BECTHBIX MPOU3BOAUTENECH, C

aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

Orpanuub pU3NYECKUI TOCTYN K KOMIBIOTEPY /7151 HOCTOPOHHUX JIMIL;

6. Vcnonp3yii BHEIIHNME HOCUTENN HH(OpMAIUK, TaKue Kak (hielka, TMcK win (ain u3
MHTEPHETA, TOJIbKO U3 MPO(PEPEHHBIX UCTOYHUKOB;

7. He otkpbiBail KOMIbIOTEpHBIE (ailsibl, MOJyYEHHbIE U3 HEHAIEKHBIX HCTOYHUKOB.
JHaxxe Te aiinbl, KOTOpble MpuUCIad TBOM 3HaKoMbld. Jlyuiie yTouHu y Hero,
OTIIPABJISUI JIU OH TeOe HX.

o1

Cemu WI-FI

Wi-Fi - 370 He Bu/ Mepenadn JaHHBIX, HE TEXHOJOTHSI, a BCETO JIMIIL OpeH 1, Mapka. Ere
B 1991 rony Hunepnanjackas kommaHus 3apeructpuponana opena «WECA», uro o6o3Hauano
cinoBocodetanue «Wireless Fidelity», KOTOpbIi TepeBOANTCS KaK «OECIIPOBOIHAS TOYHOCTHY.

Jlo Hamero BpeMeHM Jolia jApyras adOpeBHaTypa, KOTOpas SBISETCA TaKOM XKe
TexHosoruei. 9to abopeBuarypa «Wi-Fi». Takoe Ha3BaHue ObUIO 1aHO ¢ HAMEKOM Ha CTaHJApT
BbICIINi 3ByKOBOM TexHuKH Hi-Fi, uTo B mepeBosie 03HaUaeT «BBICOKAsI TOUHOCTHY.

Jla, OecrimaTHBIN MHTEPHET-IOCTYI B Kade, OTeNsAX M a’pomnopTrax SBISETCS OTIWYHOMN
BO3MOXKHOCTBIO BBIX0/1a B MHTepHET. HO MHOTHE 3KCIEepPTHl CYUTAIOT, YTO 001Ie1ocTynHble Wi-

Fi cetu He sgBnArOTCS O0€30IIaCHBIMU.

Cogertsl 110 Ge30macHOCTH paboTe B 00IIeq0CTYMHBIX ceTsax Wi-fi:
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He mepenaBaii cBoro nuuHyro uHpopMaiuioo uepe3 obmenoctynueie Wi-Fi certu.
PaGoras B HuX, XenareibHO HE BBOAUTH IMApOJU JOCTYIA, JIOTUHBI U KaKHUE-TO
HOMEPA;

Hcnonb3yit 1 OOHOBISNH aHTHUBUPYCHBIE MPOTpaMMBbl U OpaHamayep. Tem cambIM Thl
obe3omacuib ceds OT 3aKaYKu BUPYyca Ha TBOE YCTPOMCTBO;

[Ipu ucnonp3zoBanuu Wi-Fi otkmoun ¢yskmuio «O0mmii goctyn K Qaitiam u
npuntepam». JlanHas (QyHKIOUS 3aKppiTa MO YMOJYAaHHUIO, OJHAKO HEKOTOpHIE
I0JIb30BATEIN AKTUBUPYIOT €€ JUIsl yA00CTBa UCIIONIB30BaHUS B paboTe win yueoe;

He ucnone3yit myGmuunsiii WI-FI nns mepenaum Au4YHBIX JaHHBIX, HAIIPUMEpP JUISA
BBIXO/Ia B COI[MAJIbHBIE CETU WJIH B JIEKTPOHHYIO MOUTY;

Nnonp3yit Tonpko 3amuiueHHoe coeauHenue uyepe3 HTTPS, a ne HTTP, t.e. npu
Habope BeO-aapeca BBOAM HMEHHO «https://»;

B wmoOunbHOoM Tenepone orkmoun  QyHkuuio  «[lomkirouenne k- Wi-Fi
aBTOMaTuyecku». He momyckaili aBTOMaTH4eCKOT0 MOAKIIOUEHUS YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero cornacusi.

COI/;I/ICZJZbele cemu

CoumanbHble CEeTH aKTHBHO BXOJST B HAlly JKU3Hb, MHOTHE JIIOJU PaOOTAIOT U JKUBYT
TaM IMOCTOSIHHO, a B Facebook y»xke 3apeructpupoBaH MUIUIMAp] Y€IOBEK, YTO SBISETCA OJHOU
CeIbMOI BCeX JKMTeNeH TuraHeTsl. MHOTHE TOJb30BaTENM HE NMOHUMAIOT, YTO WH(OpMAaLus,
pasMelleHHas UMU B COLIMAIbHBIX CETAX, MOXKET ObITh HalJIleHa U MCIIOJIb30BaHa KEM YTOJIHO, B
TOM 4HCJI€ HE 00513aTeNIbHO ¢ OJ1aruMy HaMEPEHHUSIMHU.

OCHOBHBIE COBETHI IO 0€30MaCHOCTH B COIMMAJIBHBIX CCTAX:

1.

2.

Orpanuub COUCOK Jpy3eid. Y TeOs B ApPY3bAX HE JODKHO OBITh CIy4YallHBIX W
HE3HAKOMBIX JIFOJICH;

3amuimiail cBO 4YacTHYIO kH3Hb. He ykaspiBail maponu, TenedoHsbl, aapeca, naTy
TBOETO POXICHUS W APYTYIO JUYHYIO HWH(OpMaIuoo. 3T0yMBIITUICHHUKH MOTYT
WCIONIb30BaTh Jake MH(OpPMAIMIO O TOM, KaK Thl U TBOU POAMTENH IJIaHUpPYyETe
MPOBECTH KAHUKYJIbI;

3amuiiaii CBOI penyTaiuio - Iep>KU €€ B UNCTOTE U 3a/1aBaii ce0e BOMPOC: XOTeEN Obl
TBI, YTOOBI JAPYTrHe MOJIH30BATEIN BUJIETH, YTO ThI 3arpyxaemsb? [logymai, npexmiae
9YeM YTO-TO OMYyOJIMKOBATh, HAMMCATh U 3arPY3UTh;

Ecau TeI TOBOpHIIB € JIIOJIBMH, KOTOPHIX HE 3HACIb, HE MCIOJIb3yl CBOE PeaIbHOE
UMs U JIpYTyI0 JUYHYI0 WHGOPMAIUU: MMs, MECTO KHUTEIbCTBA, MECTO Y4eObl U
npouee;

N3beraii pazmemienus dororpaduii B IHTepHETE, T1e ThI M300paXKeH Ha MECTHOCTH,
10 KOTOPOI MOKHO OTIPEJIETUTH TBOE MECTOITOJIOKEHNUE;

[Ipu peructpaiuu B CONMATBLHON CETH HEOOXOIUMO HCIOIH30BATh CIIOKHBIE TTAPOIIH,
cocrosre u3 OyKB ¥ UQP U ¢ KOJTUISCTBOM 3HAKOB HE MEHEE §;

Jljis couManbHOM CeTH, MOUTHI U APYTUX CaWTOB HEOOXOAUMO HCIIONIH30BATh Pa3HbBIE
naposii. Torga ecnu Te0st B3JIOMArOT, TO 3JOYMBIIIUICHHUKH TIOJy4aT JOCTYI TOJIBKO
K OJJTHOMY MECTY, a HE BO BCE Cpa3y.

OnexmponHvle OeHbeu

DNEeKTPOHHBIE JEHBIM — 3TO OY€Hb yIOOHBIH crocol IiaTrexel, 0OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOIYYUTh 3TH JICHBIU.

QHGKTPOHHBIG JCHBI' IIOABHJIMCH COBCEM HE€IAaBHO W HMMCHHO H3-3a 3TOIO BO MHOTHX
rocyaapCTBax A0 CHUX IMOP HC NPOMNHCAHO ITPO HUX B 3aKOHAX.


http://gimn-keg.ru/setevichok.htm
http://gimn-keg.ru/setevichok.htm

B Poccun xe oHM (QYHKUMOHMPYIOT MU O HHUX YXKe MPOMHMCAHO B 3aKOHE, TJe HX
pa3lensioT Ha HECKOJIbKO BHJIOB — aHOHHMMHBIE M HE aHOHMMHbIC. Pa3Huiia B TOM, 4TO
AQHOHHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcss MPOBOAWUTH Omepauuu 0e3 HAeHTU(PHUKAIIH
MOJIL30BAaTENs, @ B HEAHOHUMHBIX WACHTU(DHUKAIINH ITOJIB30BATENIS SBISICTCS 00s13aTEIIBHOM.

Taxoke cneayer pa3nuyarh IJIEKTPOHHBbIE (DUATHBIE JEHBIH (PaBHBI TOCYAAPCTBEHHBIM
BaJIIOTaM) U DJIEKTPOHHbBIE HEHUATHBIE IEHBI'H (HE paBHBI TOCYJApPCTBEHHBIM BAJIIOTaM).

OcHOBHbIE COBETHI 110 0€3011aCHOM paboTe ¢ 3JIEKTPOHHBIMU JIEHbIaMHU:

1. TlpuBsku K c4eTy MOOMJIBHBINA TenedoH. DTO caMblil yAOOHBIH U OBICTPBINA CIIOCOO
BOCCTAHOBUTB JOCTYH K cueTy. IIpuBs3aHHBIA TenedoH MOMOXKET, eciau 3alyelb
CBOU IUIATEKHBIN NapoJib WX 3aHJE1Ib HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;

2. Hcnonw3yit ogHopaszoBble mapoiu. [locie mepexoja Ha YCHIIEHHYIO aBTOPH3AlLMIO
Tebe yxKe He OyIeT yrpoKaTh ONACHOCTh KPaKH WIIM TIepeXBaTa IJIaTeKHOTO ITapoJIs;

3. Boibepu cnoxublii maposib. IIpecTynmHukam OyAeT He MPOCTO yrajarh CIOXKHBIN
napoib. HaznexHsle mapoiam — 3To Mapoiiu, KOTOPbIE COIEPKAT HE MEHEee 8 3HAKOB U
BKJIFOYAIOT B c€0sl CTPOYHbIE U MPONHUCHBbIE OYKBBI, HIM(PBI U HECKOIBKO CUMBOJIOB,
TaKWe KaK 3HaK Jiojuiapa, GyHTa, BOCKIMIATEIbHbIN 3HaK u T.11. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMUHbIE JJAaHHbIE HA caliTaX, KOTOPHIM HE JOBEPSEIb.

9ﬂ€Kmp0HHaﬂ noima

DJeKTpOHHAs M0YTa — 3TO TEXHOJIOTUS U MIPEIOCTaBISIEMbIE €10 YCIYTH 10 MEePEChIIKE U
MOJIyYEHUIO AJIEKTPOHHBIX COOOIIEHHH, KOTOpBIE pACIpeAessiioTcd B KOMIIBIOTEPHOW CeTH.
OOBIYHO ~ DNEKTPOHHBIM  MOYTOBBIM  SIMIMK  BBINVIAOUT  CIHEAYIOUIMM  00paszoMm:
UMs_TIOJIb30BaTeNA(@HUMsI_JIOMEHa. Takxke KpoMme TMepedauyd IpPOCTOro TEKCTa, HMEeTcs
BO3MOYKHOCTb IepesiaBaTh (paiibl.

OcHOBHBIE COBETHI M0 Oe30MacHoil paboTe ¢ 3IEKTPOHHOM MOYTOM:

1. Hapno BeIOpaTh mpaBUIIBHBIN NOYTOBBIN cepBUC. B MHTEpHETE €CTh OrpOMHBII BHIOOD
OecCIUIaTHBIX MOYTOBBIX CEPBHCOB, OJTHAKO Jy4Ile JOBEPSTh TEM, KOIO 3HAaellb U KTO
IIEPBBII B PEUTHHTE;

2. He ykaspiBaii B TUYHON moure JUYHYIO HH(popMmanuioo. Hampumep, nydme BIOpaTh
«MY3BIKATBHBIA _(haHaT@» unu «pok2013» BmecTo «remal3»;

3. Hcnonp3yit ABYyX3TAaHYIO aBTOPU3AIHMIO. DTO KOT/Ia TOMUMO MapoJisi HY’)KHO BBOJHUTH
KO/JI, MPUChIIaeMbIi 10 SMS;

4. BoiOepu cioxHBIM maposb. [ KakKAOro MOYTOBOIO SINMKA JOIDKEH OBITh CBOM
HAaJIeXKHBIM, YCTOWUNBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecth BO3MOXHOCTh HamucaTh CaMOMY CBOM JIMYHBIM BONPOC, UCIOJB3YH 3Ty
BO3MOKHOCTB;

6. Hcnonp3yll HECKOJBKO MOYTOBBIX SIIUKOB. IIepBbIi 111 YacTHON MEpernucKku c
ajgpecaramMM, KOTOpPbIM Tbl JOBEps€lIb. OJTO JJIEKTPOHHBIA aapec He Haao
WCIOJIb30BATh MPU PETUCTPALIUH HA GOpyMax U calTax;

7. He otkpbiBail ¢ailbl U Apyrue BIOXKEHHS B MHUCbMaxX Jake €CIM OHM MPHUILIH OT
TBOMX Jipy3ei. JIyullie yTouHH y HUX, OTIIPABIISIIN JIM OHU TeOe 3TU (ailibl;

8. Ilocne okoH4aHusi pabOTHI HAa MOYTOBOM CEPBHUCE IEpE]l 3aKPhITHEM BKIAAKH C
caiiToM He 3a0yab HaXKaTh Ha «BBIATHY.
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Kubepbynnune unu eupmyanvnoe uzoesamenbCcmeo

KubepOymauar — mpeciegoBaHuE COOOIICHUSMH, COJEP)KAIMUMH  OCKOPOJICHHSI,
arpeccuio, 3alyruBaHue; XyJIUTaHCTBO; COIMAIbHOE OONKOTHPOBAHUE C MOMOIIBIO PA3IUYHBIX
UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 O0PLOE ¢ KHOEPOYIITUHTOM:

1. He Opocaiica B 60#. JIyummii croco0: mOCOBETOBAThCS Kak ceOs BECTH M, €CIIM HET

TOTO, K KOMY MOKHO OOpaTHUThCS, TO BHayalle yCIOKOUThCA. Eciu Thl HauHeUIb

OTBEUYaTh OCKOPOJCHHUSAMH Ha OCKOPOJICHUS, TO TOJIBKO €IIe OOJbIIe Pa30iKKellb

KOH(JIUKT;

VYnpasisii cBoeil kubeppenyranuei;

3. AHoHUMHOCTh B ceTh MHHMMAas. CylIeCTBYIOT CIOCOObI BBISICHUTH, KTO CTOUT 3a
AHOHHMMHBIM aKKayHTOM;

4. He cTouT BeCTH XyIUTaHCKHUI 00pa3 BUPTYyalbHOU >KU3HU. IHTEpHET PUKCUPYET BCE

TBOM JICUCTBUS U COXPAHSCT UX. Y JAIUTh UX OYyJET KpallHe 3aTPYAHUTEILHO;

Cobmroait CBOM BUPTYaJbHYIO YECTh CMOJIOAY;

6. Urnopupyidi enuHWYHBIM HeraTuB. OIHOPA30BBIE OCKOPOUTEIBHBIC COOOIICHUS
myy4iie urHopupoBaTh. OOBIUHO arpeccus MpeKpalaeTcs Ha Ha4albHOM CTaIuu;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOILIEHUSIMU, B COLIMATIBHBIX
CeTSIX €CTb BO3MOXKHOCTH OJIOKMPOBKH OTIPABKU COOOIIEHUI C OMpeesieHHbIX
a/1pecoB;

8. Ecmm T1b1 cBunmerens kubepOymnunra. TBou JeicTBHs: BBICTYNIUTH POTHB
npecieaoBarensi, MOKa3aTh €My, YTO €ro JeHCTBUS OLIEHHWBAIOTCS HETraTUBHO,
NOJIEP)KaTh KEPTBY, KOTOPOHl Hy)KHa ICHXOJOTHYECKas IOMOIb, COOOIIHUThH
B3pPOCJIBIM O (haKTe arpeCCUBHOTO IMOBEJCHUS B CETH.

N

o

Mobunvueiit meneghon

CoBpeMeHHbIe CcMapT(hOHBI W IUIAHIIETHl COAEpXKAaT B ceOe BIIOJIHE B3POCHBIN
GbyHKIIMOHA, W Temeph OHU MOTYT KOHKYPHPOBaTh CO CTallMOHAPHBIMH KOMITBIOTEPAMH.
OnHako, CpeaCTB 3aIUTHI I TOJ00HBIX YCTPOMCTB MOKa OY€Hb Majio. TeCTUpOBaHHE U MOUCK
YS3BUMOCTEM B HUX MPOMCXOAUT HE TaKk MHTeHCHBHO, Kak misa [IK, To xe camoe kacaerca u
MOOMIIBHBIX MPUITOKECHHIM.

COBpeMeHHBIe MOOMJILHBIE 6pay3epLI YKE€ MPAKTUYCCKH JOTHAJIM HACTOJIbHBIC aHaJIOl'u,
OIHAaKO pacHIupCHUC (byHKLII/IOHaJ'Ia BIIEUET 3a CO0OI 60J'IBH_IYIO CJIO)KHOCTb M MCHBIIYIO
3alIUIICHHOCTD.

Hanexo HC BCC MPOU3BOAUTCIIU BBIITYCKAIOT O6HOBJ’I€HI/I${, 3aKpBIBAIOIIUE KPUTUUCCKHE
YA3BUMOCTHU [JIA CBOUX YCTpOﬁCTB.

OcHOBHBIE COBETHI /7151 0€30MaCHOCTH MOOHMIIBHOTO TenedoHa:

1. Huuero He sBNsieTCS MO-HAcToOsIIEMY OeclaTHBIM. byab ocTopokeH, Belb Korjaa
Tebe mpesaraloT OecIUlaTHBI KOHTEHT, B HEM MOTYT OBbIThb CKPBITHI KaKHe-TO
IUTaTHBIE YCIIYTH;

2. Jlymaii, npexne yem otrpaButb SMS, ¢oro mnmu Buneo. Thl TOUHO 3HACIIb, T1I€ OHU

OyIyT B KOHEYHOM UTOTE?

Heo6x011Mo 0OHOBIIATH ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(QOHa;

4. Hcnonw3yit aHTUBUPYCHBIC TTPOTPAMMBI JIJIs MOOHMIIBHBIX TelIe(OHOB;

w
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5. He 3arpyxaii npuioKeHusi OT HEU3BECTHOTO UCTOYHUKA, BEllb OHU MOTYT COZICPkKATh
BPEIOHOCHOE MPOrpaMMHOe 00ecrieueHue;

6. Ilocne Toro kaxk Thl BBIHCIIL C CailiTa, IJle BBOAWI JHYHYIO WH(POPMALHIO, 3alH B

HaCTpPOMKHU Opay3epa u ynanu cookies;

[Teproandecku nMpoBepsiii Kakue IIaTHbIC YCIYyTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBoii HOMep MOOWJIBHOrO TeiaedoHa TOJIBKO JIOJSM, KOTOPHIX Thl 3HACIIb U
KOMY JTOBEPSICIIb;

9. Bluetooth gomkeH OBbITh BBIKJIIOYEH, KOTZIa Thl MM HE MOJb3yenibcs. He 3a0ObiBait
WHOTJIa TIPOBEPATH ITO.

~

Online ueput

COBpCMeHHBIG OHHafIH-HFpLI — OTO KpaCOYHBIC, 3axXBaThIBAIOIIMUC Pa3BJICUCHUA,
06’Le,[[I/IH$II-OH_II/IC COTHHU TbICAY YCJIOBCK IIO BCEMY MHDY. I/IrpOKI/I HCCIICAYIOT I[aHHLIﬁ UM MHD,
06HIaIOTC$1 ApYyTr C APYroM, BBIIIOJHAIOT 3aJaHusd, CPAKAIOTCA C MOHCTPAMH U ITOJIYYalOT OIIBIT.
3a YAOBOJIbCTBHUEC OHH IUIATAT: IMOKYHIAOT AUCK, OIUIAYUBAIOT a0OHEMEHT WU HpI/IO6peTaIOT
KaKue-TO OIIIIMH.

Bce atm cpexcrtBa MayT Ha INOJACpKAHUME M pa3BUTHUE WIPHI, a TaKKe Ha camy
0€30I1aCHOCTb: COBEPILEHCTBYIOTCSI CHCTEMBbl aBTOPU3AlLlMM, BBITYCKAIOTCS HOBBIC MAT4U
(unpoBbIe 3aIUIATKA AJIST IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOZ[O6HI)IX urpax CTouT OIacaTtbCd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpPaXu
TBOCTO I1apO0JIsd, HAa KOTOPOM OCHOBaHa CUCTEMA aBTOPHU3alIUN OOJILIINHCTBA urp.

OCHOBHBIE COBETHI 0 O€30MaCHOCTH TBOETO UTPOBOTO AKKAyHTA:

1. Ecnu npyroii urpok BeneT cedsl II0X0 WIK co3JaeT Tede HENPUATHOCTH, 3a010KUpYH
€r0 B CIIMCKE UTPOKOB;

[Toxamy¥icds aIMMHHCTpAaTOpaM WIPbl Ha IIOXOE€ IIOBEJIEHUE JOTOr0 HIPOKa,
JKEJIaTEIbHO IPUIIOKUTDH KAKHE-TO JOKA3aTelNbCTBA B BUJIE CKPUHOB;

He ykaspiBail muunyto nHpopmMaiuio B podaiine urpsi;

VYBaxall Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeouMaabHbIe TATYH U MO/IBI,

Hcnonb3yi CII0KHBIE U pa3HbIE N1apOJIH;

Jlaxxe BO BpeMsI UIPbl HE CTOWUT OTKJIIOYATh aHTUBHpYC. [Ioka ThI mrpaems, TBOU
KOMIIBIOTEP MOT'YT 3apa3uTh.

N

Nookw

Duwiune unu Kpaosica TU4Hblx OQHHbIX

OObI4HOM Kpameﬁ ACHCT U OJOKYMCHTOB CCTOIAHS YK€ HHUKOIO HE YI[I/IBI/IfI_HL, HO C
pasBUTHEM I/IHTepHeT-TeXHOJ'IOFI/Iﬁ 3JIOYMBIIIJICHHUKH  TIEPEMCCTUIINCE B HHTCPHET, U
MpoaOJIKAKOT 3aHUMATHCA «TIOOMMBIM)» ACIIOM.

Tak mosiBUIIach HOBask yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUILUHT, IJIaBHAs ILIEJb
KOTOPOTO COCTOMT B TIOJIYYE€HUH KOH(MUICHIIMAIBHBIX JaHHBIX IOJIb30BATENed — JIOTHHOB U
naposieii. Ha anrnuiickom si3bike phishing unraercs kak ¢umunr (ot fishing — priGHas noBis,
password — mapouis).

OcHOBHBIE COBETHI IO O0PBOE ¢ PUITHHTOM:

1. Cnemm 3a cBoumM akkayHTOM. Ecnu Thl 1ojxo3peBaciib, YTO TBOS aHKETa ObuLia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMPOBAaTh €€ M COOOIIUTH aJIMHHHCTPATOPaM
pecypca 00 3TOM Kak MOKHO CKOpee;
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2. HWcmonp3yii Oe3omacHble BeO-CAMTBl, B TOM YHCIE, WHTEPHET-MarasmHOB U
IIOMCKOBBIX CUCTEM;

3. Hcnonp3yii cioxkHbIE M pa3HbIe Mapoid. Takum o0pas3om, eciau TeOs B3JIIOMAIOT, TO
3JI0YMBIIIJICHHUKH T10JIy4aT JOCTYI TOJIBKO K OJHOMY TBOEMY IPOQMIIIO B CETH, a HE
KO BCEM;

4. Ecnu Tebs B371OMaIM, TO HEOOXOAMMO MpPEIyHpEeIuTh BCEX CBOMX 3HAKOMBIX,

KOTOpBIE JJ00aBlIeHbl Y T€0s B APY3bsiX, O TOM, YTO TeOs B3JIOMAIU M, BO3MOXHO, OT

TBOET0 UMEHM OYZET PacchlaaThCs CIaM U CChUIKM Ha (PUIMHIOBBIE CATHI;

YcranoBu HagexHbii mapois (PIN) Ha MoOMIbHEIH TenedoH;

OTKII04M cOXpaHEeHue Maposist B Opaysepe;

7. He otkpsiBail (ailnbl U Apyrue BIOKEHUS B MUCbMAax AK€ €CIM OHMU MPUILIH OT
TBOMX Jpy3el. JIyullie yrouHu y HUX, OTIIPABIISIN JIM OHU TeOe 3TU (ailiibl.

oo

Lughposas penymayus

[Mudposas pemyranus - 3TO HEraTUBHAs WM MO3UTHBHAsA MH(popMalus B ceTu o Tede.
Komnpomerupytonass uHpopmanus pa3smellleHHass B UHTEPHETE MOXET CEpbE3HbIM 00pa3oM
OTpa3suTbcs Ha TBOEW peanbHOH xu3HU. «LludpoBas penyranus» - 3T0 TBOH UMUK, KOTOPBIH
dopMmupyercs u3 uHpopMaluu o Tede B UHTEPHETE.

TBoe MecTo XHUTeNbCTBA, y4eObl, TBOE (PMHAHCOBOE MOJI0KEHHE, OCOOCHHOCTH XapaKTepa
U pacckasbl 0 OJIM3KHMX — BCE 3TO HAKAIJIMBACTCS B CETH.

MHorue IMOAPOCTKHU JICTKOMBICIICHHO OTHOCATCA K HY6J'II/IK8.I_[I/II/I JIMIHOM I/IH(I)OpMaI_II/II/I B
I/IHTepHeTe, HC IMOHHMas BO3MOXKHBIX HOCHGHCTBHﬁ. ThI maxke HE CMOXKEIb J0oragaTrbCsa O TOM,
qTo CI)OTOl"pa(I)I/I}I, pa3MCIICHHAad 5 ner Ha3aj, ctajaa HpH‘lHHOfI OTKa3a MNpUHATDb TeOs Ha pa60Ty.

KommenTtapuun, pasMmemenue TBoux ¢ororpaduit u apyrue JeicTBHS MOTYT He
WCYE3HYTh JaXe IIOCJIIe TOro, Kak Thl MX YyJaldulllb. [bl HE 3HAellb, KTO COXPAHWI 3Ty
UH(OpMalIKIO, TIoTNana M OHA B MOMCKOBBIE CUCTEMbI M COXpaHMJIACh JIM OHA, a TJaBHOE: 4TO
NOyMalOT 0 TeOe OKpYXKarollee JII0AU, KOTOpble HaayT U yBUAAT 3T0. Halitu nHdopmanmio
MHOT'O JIET CHYCTSI CMOXeT Jr00i — Kak M3 J0OphIX MOOYXIEHHH, Tak U C HaMepeHHeM
IPUYUHUTH BpeI. DTO MOKET ObITh KTO YTOJIHO.

OCHOBHBIE COBETHI 110 3aIIUTE HU(POBON PEIyTALNH:

1. Tlomymaii, mpexae 4eMm 4YTO-TO MyOJWMKOBaTH M MepeaaBaTh y celOs B OJiore WiH B
COITMAJILHOM CETH,

2. B mHactpoiikax mpoduis yCTAaHOBU OTPaHUYEHHUsSI HAa TPOCMOTP TBOETO MPODUIIS U €ro
COAEPKUMOTO, CAETIAl €ro TOJBKO IS IPY3ei»;

3. He pa3memaii u He yka3biBail nH(OpMaIHIO, KOTOpast MOKET KOT0-TH00 OCKOPOISATh
WU OOMXKATh.

Aemopckoe npago

CoBpeMeHHbIE IMKOJbHUKH— aKTHBHBIC TIOJIb30BATEIM ITU(POBOTO MPOCTPAHCTBA.
OpnHako najexo He BCE 3HAIOT, YTO MOJIh30BAHHE MHOTHMH BO3MOKHOCTSIMH ITU(GPOBOTO MHUpa
TpeOyeT coOJI0IeHHsI PaB Ha MHTEIJIEKTYaAIbHYI0 COOCTBEHHOCTb.

TepMuH «MHTEIUICKTyaldbHasi COOCTBEHHOCTB» OTHOCHUTCS K Pa3JIMYHBIM TBOPCHHUSIM
YeIIOBEYEeCKOr0 yMa, HauWHasl C HOBBIX M300PETEHUN M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTH
Ha TPOXYKTHI W YCIYyTM , W 3aKaH4YMBas KHHUTaMH, (oTorpadusmMu, KUHOPHIBMaMU H
MY3BIKAIbHBIMU POU3BEICHUSIMHU.


http://gimn-keg.ru/setevichok.htm
http://gimn-keg.ru/setevichok.htm

ABTOpCKHE IIpaBa — 3TO IPaBa HA MHTEIUIEKTYaJIbHYI0O COOCTBEHHOCTb Ha IIPOM3BEACHUS
HayKH, JIMTEPATYPbl U UCKyCCTBA. ABTOPCKHUE IIpaBa BbICTYIAIOT B KAUE€CTBE rapaHTUU TOTO, YTO
UHTEJUIEKTYaJIbHBII/TBOPUECKUI TpyA aBTOpa He OyJeT HalpacHbIM, JACT €My CIPaBEUIMBbIC
BO3MOXKHOCTH 3apa00TaTh Ha pe3ysibTaTax CBOETO TPYAA, MOIYYUTh U3BECTHOCTh U MPU3HAHHE.
Huxkro 6e3 pa3pelieHus aBTopa He MOXKET BOCIIPOU3BOJUTh €ro MPOU3BEICHHUE, PACIIPOCTPAHATS,
nyOJIMYHO JIEMOHCTPUPOBATh, MpPOAaBaTh, HWMIOPTHPOBATH, IyCKaTb B TMPOKAT, IYOJUYHO
UCIIOJIHATD, [I0KA3bIBAaTh/UCHIOIHATH B 3(Hpe UK pazmelaTts B IHTepHeTe.

Hcnonn3oBanue «IHUPATCKOTO» IPOIrpaMMHOI'O obecreyeHnss MOXKeET MMPpUBCCTU K MHOI'UM
puckamM: OT HNOTCPHU HAHHBIX K TBOUM dKKayHTaM [0 6JIOKI/IpOBKI/I TBOCTO yCTpOfICTBa, rac
YCTaHOBHeHHBIﬁ HC JICrajibHas IIporpamMma. He croutr Ttakxe 336BIBaTB, 4TO CYWIECTBYECT
JIeTaJIbHEIC U OeCIIaTHBIC mporpamMmal, KOTOPBIC MOYKHO HaAlTH B CETH.

O nopmane

CereBn4oK.p) — TBOH TJIABHBI COBETYMK B CETH. 3/1eCh Thl MOXEIIb Yy3HATh O
0€30MacHOCTH B CETH MOHATHBIM U JIOCTYIHBIM SI3bIKOM, a MPU BO3HUKHOBEHUU KPUTUYECKOM
CUTyallMd OOpaTUTHCA 3a COBETOM. A TaKXe MPHUHATH y4acTHE B KOHKypCcax M CTaTh CaMbIM
U(POBBIM TpakIaHUHOM !
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